775 North Mentor Avenue

Pasadena CA 91104

626-791-8858

17 March 2007
Adam Schiff, Member of Congress

Pasadena Office
87 N. Raymond Ave. #800
Pasadena, California 91105

Dear Congressman Schiff:


Thank you for meeting with me and my colleague Dennis L. Matson relating to problems we are experiencing as individuals in connection with national security policies at our workplace, Caltech’s Jet Propulsion Laboratory. These pertain to the implementation of an executive order issued by President George W. Bush in the wake of the 9/11 attacks known as Homeland Security Presidential Directive # 12. It is this executive order that has been cited as the basis of a new NASA identification policy that is the source of our concerns.
Over the last year I and JPL colleagues have been raising questions pertaining to this new NASA policy. Several issues of great concern have been identified. The first of these is a mandatory fingerprinting requirement which has serious implications for our ability to recruit the very best technical personnel to JPL. A second issue of major significance is the classification of foreign nationals into groups that creates a de facto ethnic or racial identification profile. This policy impacts our ability to recruit the best talent to JPL. The information gathered is being transferred between CALTECH to various agencies of government and ultimately to the FBI where it becomes incorporated into its criminal identification database. None of these agencies is willing to take responsibility in the event that this information should be misused.
 I have been sending distillations of the material I have gathered pertaining to this concern to my colleagues in the Earth and Space Sciences Division as it became available. The initial communication follows this letter as attachment A. At the time of this communication, a few employees had already been fingerprinted in association with the issuing of new badges. I had asked the justification for this and Mr. Randy Aden, chief of JPL security, had referred me to Homeland Security Presidential Directive -12. A copy of HSPD 12 is appended as attachment B. 
The intent of HSPD-12 is stated clearly in paragraph 1 of the directive. “Wide variations in the quality and security of forms of identification used to gain access to secure Federal and other facilities where there is potential for terrorist attacks need to be eliminated. Therefore, it is the policy of the United States to enhance security, increase Government efficiency, reduce identity fraud, and protect personal privacy by establishing a mandatory, Government-wide standard for secure and reliable forms of identification issued by the Federal Government to its employees and contractors (including contractor employees).” 
HSPD-12 has the specific intent to establish a uniform standard for access to federal facilities. It does not stipulate interagency transfer of personal information nor does it mention the word ‘fingerprinting’. It merely requests assurance that we employees are who we say we are. This raises several concerns a few of which I outline below. 

A. Pre-texting in the form of extending the policy beyond its initial intent in order to serve another purpose. 
The intent of HSPD-12 is merely to establish a uniform identification standard for access to federal facilities. HSPD-12 relegates the specific definition of the standard to the Department of Commerce. In response to the directives of HSPD-12, DoC issued an implementation document entitled the Federal Information Processing Standards Publication 201 (FIPS 201). This is a rather lengthy document so rather than append it I list a web pointer for ease of access. It can be found at http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng1.pdf. 

While HSPD-12 never mentions fingerprinting, it is mentioned in FIPS 201 (p 33) to,”…perform law enforcement checks as part of the identity proofing and registration process”. It is here that a series of legal problems arise associated with FIPS 201 exceeding the scope of its enabling document HSPD-12. The president, in issuing HSPD-12, ordered a uniform identity standard be developed for access to federal facilities. He did NOT request additional law enforcement checks as part of HSPD-12. Particularly, the fingerprinting provisions of FIPS 201 represent an extension of authority beyond the 

intent of the enabling directive. I suggest that the Commerce Department has engaged in the practice of ‘Pretexting”,-the practice of getting personal information under false pretenses. This practice is illegal in the State of California. I note that last year the executive leadership of the Hewlett-Packard Corporation, including its CEO, were indicted after investigations by California State Attorney General Bill Lockyer revealed that they had engaged in pretexting while gathering information about their own board of directors. 

B. Possible Violations of Federal Code-Sec 552a - The Privacy Act of 1974. 
B.1 Failure to appoint a Privacy officer in a timely fashion. In issuing HSPD-12 the president stipulated that the order was to be consistent with existing statues respecting privacy. Specifically HSPD-12 states (Sec 6): 

“(6) This directive shall be implemented in a manner consistent with the Constitution and applicable laws, including the Privacy Act (5 U.S.C. 552a) and other statutes protecting the rights of Americans.” The DoC also addresses this question in FIPS 201. However, there are aspects of this that NASA failed to address at the time that fingerprinting began at JPL. FIPS 201 specifically notes that: “HSPD 12 explicitly states that “protect[ing] personal privacy” is a requirement of the PIV system. As such, all departments and agencies shall implement the PIV system in accordance with the spirit and letter of all privacy controls specified in this standard, as well as those specified in Federal privacy laws and policies including but not limited to the E-Government Act of 2002 [E-Gov], the Privacy Act of 1974 [PRIVACY], and Office of Management and Budget (OMB) Memorandum M-03-22 [OMB322], as applicable. 
Departments and agencies may have a wide variety of uses of the PIV system and its components that were not intended or anticipated by the President in issuing [HSPD-12]. In considering whether a proposed use of the PIV system is appropriate, departments and agencies shall consider the aforementioned control objectives and the purpose of the PIV standard, namely “to enhance security, increase Government efficiency, reduce identity fraud, and protect personal privacy.” [HSPD-12] No department or agency shall implement a use of the identity credential inconsistent with these control objectives. 
To ensure the privacy of applicants, departments and agencies shall do the following: 
+ Assign an individual to the role of senior agency official for privacy. The senior agency official for privacy is the individual who oversees privacy-related matters in the PIV system and is responsible for implementing the privacy requirements in the standard. The individual serving in this role may not assume any other operational role in the PIV system. 
+ Conduct a comprehensive Privacy Impact Assessment (PIA) on systems containing personal information in identifiable form for the purpose of implementing PIV, consistent with [E-Gov] and [OMB322]. Consult with appropriate personnel responsible for privacy issues at the department or agency (e.g., Chief Information Officer) implementing the PIV system. 
+ Write, publish, and maintain a clear and comprehensive document listing the types of information that will be collected (e.g., transactional information, personal information in identifiable form [IIF]), the purpose of collection, what information may be disclosed to whom during the life of the credential, how the information will be protected, and the complete set of uses of the credential and related information at the department or agency. PIV applicants shall be provided full disclosure of the intended uses of the PIV credential and the related privacy implications. 
+ Assure that systems that contain IIF for the purpose of enabling the implementation of PIV are handled in full compliance with fair information practices as defined in [PRIVACY]. 
+ Maintain appeals procedures for those who are denied a credential or whose credentials are revoked. 
+ Ensure that only personnel with a legitimate need for access to IIF in the PIV system are authorized to access the IIF, including but not limited to information and databases maintained for registration and credential issuance. 
+ Coordinate with appropriate department or agency officials to define consequences for violating privacy policies of the PIV system. “ 
To my knowledge NASA fulfilled none of these requirements of FIPS 201 at the time that fingerprinting began at JPL. 

B.2 The Privacy Officer’s responses to inquires are inconsistent with Federal Law and the United States Constitution. 
When I first became aware of some of the personal privacy protections that were available under FIPS 201 I attempted to contact the NASA Privacy officer. NASA headquarters had no such position at the time. I persisted in making inquires and was referred to JPL’s security chief, Randy Aden. Ultimately my question to Mr. Aden was referred to NASA and I received a response via Mr. Aden on 28 Aug 2006, well after the fingerprinting had begun at JPL. Mr. Aden said, “The response was prepared by the NASA Office of Security and Program Protection.” This entire interaction is appended as attachment C. 

I asked Mr. Aden and the privacy officer the simple question,"What is the basis in law of the fingerprinting requirement?" 

The very first words of NASA’s reply make reference to Executive Order 10450. EO10450 is enclosed as attachment D. I asked for the name of the law. NASA failed to supply a law but instead supplied an Executive Order as the basis for their action. I note that an Executive Order does not have the standing of a law in that it has not been passed by the congress. 

EO 10450 is an order signed in 1953, a particularly noteworthy epoch of United States history known as the ‘McCarthy Period’. EO 10450 is entitled ‘Security Requirements for Federal Employees.’ I note that HSPD-12 is intended to establish a uniform standard for identification for access to federal facilities. HOWEVER, EO 10450 the document on which NASA depends, pertains to security requirements. Among its many requirements, EO 10450 includes a requirement that federal employees be fingerprinted. It is NASA’s contention that in issuing HSPD-12, an EO pertaining to uniform identification standards, the President Bush intended to extend the provisions of EO 10450, an EO pertaining to security requirements. This is an attempt to extend the intent of HSPD-12 beyond its initial purpose. HSPD-12 is simply intended to ensure that we are who we say we are and that the standard shall be uniform at all federal facilities. HSPD-12 is not intended enhance the security scrutiny requirements of employees. 

NASA contends that HSPD 112 extends EO 10450, “…to employees of contractors working on Federal contracts.” Had this been the intent of the president in signing HSPD-12 he surely would have mentioned EO 10450 in HSPD-12. E0 10450 IS NOT MENTIONED ANYWHERE IN HSPD-12. 

I note furthermore that there are many provisions in EO 10450 that are consistent with the ideology that was pervasive at the time of its origin (1953) including restricting employees from: 

(5) Knowing membership with the specific intent of furthering the 

aims of, or adherence to and active participation in, any foreign 

or domestic organization, association, movement, group, or 

combination of persons (hereinafter referred to as organizations) 

which unlawfully advocates or practices the commission of acts of 

force or violence to prevent others from exercising their rights 

under the Constitution or laws of the United States or of any 

State, or which seeks to overthrow the Government of the United 

States or any State or subdivision thereof by unlawful means. 

The ‘list’ of organizations referred to was known in the 1950s as the ‘Attorney General’s list’. It was a list that the US Attorney General maintained under the authority of the McCarran Act. THIS MAINTAINENCE OF THIS LIST WAS FOUND TO BE UNCONSITUTIONAL BY THE UNITED STATES SUPREME COURT IN THE 1960s. 

and: 

(8) Refusal by the individual, upon the ground of constitutional 

privilege against self-incrimination, to testify before a 

congressional committee regarding charges of his alleged disloyalty 

or other misconduct. 

This provision provided that an employee should be terminated should they invoke before a congressional committed their Fifth Amendment privilege against self incrimination. The Constitution Article 5 states (emphasis added): 

No person shall be held to answer for a capital, or otherwise infamous crime, unless on a presentment or indictment of a grand jury, except in cases arising in the land or naval forces, or in the militia, when in actual service in time of war or public danger; nor shall any person be subject for the same offense to be twice put in jeopardy of life or limb; nor shall be compelled in any criminal case to be a witness against himself, nor be deprived of life, liberty, or property, without due process of law; nor shall private property be taken for public use, without just compensation. 

This type of order has also been held unconstitutional in the courts. 

The principal concern here is that NASA is hanging its hat on an outdated executive order that stems from on of the most disgraceful epochs in United States history. Many of the provisions cited in that order have been found illegal when reviewed by the courts. I SHOULD NOTE THAT THIS REPUGNANT EPOCH HAS PARTICULAR RELEVANCE TO SCIENTISTS AT JPL. WE ARE ALL AWARE THAT JPL’S SECOND DIRECTOR, FRANK MOLINA, WAS FORCED TO LEAVE THE LAB, AND THE UNITED STATES, AND WAS FORCED TO TAKE UP RESIDENCE IN PARIS AS A CONSEQUENCE OF BEING HOUNDED BY THE AUTHORITIES OVER HIS ASSOCIATIONS DURING HIS PAST IN HIS STUDENT YEARS AT CALTECH. The loss of this talented individual to the lab, the Institute, and to the nation has been well documented in several histories of JPL. 

C. Restrictions on interagency transfer of information. 

The NASA response to me states,”… the implementing document FIPS-201, all individuals accessing Federal facilities or Federal Information Technology resources (save public facing web sites) are required to undergo the NACI background investigation (at a minimum). Part of the NACI investigation is the collection of fingerprints which must be submitted to the Federal Bureau of Investigation (FBI) for inclusion in the FBI fingerprint database." 

Once again, the intent of HSPD-12 is not to populate the FBI fingerprint database with the names of people who have committed no crime. HSPD-12 only calls for a uniform standard but does not call for an INCREASE the existing standard. This is an extension of the intent of HSPD-12 for an additional motive, specifically populating the FBI fingerprint database with the fingerprints of non-criminals. 

A still more serious concern is that the transfer of personal information between various agencies is forbidden by law without the specific written permission of the individual involved. Specifically I note 5 U.S.C. sec 552a also known as ‘The Privacy Act of 1974’. The full text of the act is lengthy so it is not attached but it can be accessed at : http://www.usdoj.gov/oip/privstat.htm. 

This law specifically states (emphasis added): 

No agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains, unless disclosure of the record would be-- 

(1) To those officers and employees of the agency which maintains the record who have a need for the record in the performance of their duties; 

(2) required under section 552 of this title; 

(3) for a routine use as defined in subsection (a)(7) of this section and described under subsection (e)(4)(D) of this section; 

(4) to the Bureau of the Census for purposes of planning or carrying out a census or survey or related activity pursuant to the provisions of Title 13; 

(5) to a recipient who has provided the agency with advance adequate written assurance that the record will be used solely as a statistical research or reporting record, and the record is to be transferred in a form that is not individually identifiable; 

(6) to the National Archives and Records Administration as a record which has sufficient historical or other value to warrant its continued preservation by the United States Government, or for evaluation by the Archivist of the United States or the designee of the Archivist to determine whether the record has such value; 

(7) to another agency or to an instrumentality of any governmental jurisdiction within or under the control of the United States for a civil or criminal law enforcement activity if the activity is authorized by law, and if the head of the agency or instrumentality has made a written request to the agency which maintains the record specifying the particular portion desired and the law enforcement activity for which the record is sought; 

(8) to a person pursuant to a showing of compelling circumstances affecting the health or safety of an individual if upon such disclosure notification is transmitted to the last known address of such individual; 

(9) to either House of Congress, or, to the extent of matter within its jurisdiction, any committee or subcommittee thereof, any joint committee of Congress or subcommittee of any such joint committee; 

(10) to the Comptroller General, or any of his authorized representatives, in the course of the performance of the duties of the General Accounting Office; 

(11) pursuant to the order of a court of competent jurisdiction; or 

(12) to a consumer reporting agency in accordance with section 3711(e) of Title 31. 

The intent here is to protect the personal data the agencies keep for business purposes on individuals. If this act is correct then it would appear that CALTECH (a contractor) would be taking our fingerprints and transferring them to another agency (NASA) who would then transfer them to a third agency (DOJ/FBI) for the purpose of populating their fingerprint database. It seems clear that this violates the terms of the privacy act. 

D. A general lack of confidence in the FBI as a repository for personal information
One of the great concerns regarding fingerprinting involves the abuse of misuse of an individual’s personal information by over zealous government agencies. I note three particularly egregious examples below:

D1. The Mayfield Case. Attorney Brandon Mayfield was falsely accused and arrested on terrorism charges because the FBI claimed to have positive proof that a thumbprint found on a satchel at the Madrid Train station bombing matched Mayfield’s. The Spanish police subsequently arrested and successfully prosecuted an Algerian national and in doing so they found that it was this person’s thumbprint that was on the satchel. This creates a lack of trust in the competence of the agency that will ultimately be trusted with the fingerprints. After Mayfield was released the FBI apologized and said that they would undertake a full external review of the matter. This external review never happened. About a year after Mayfield’s release the FBI announced that it had conducted an internal investigation in the matter and pronounced it closed. 
D2. The Holy Land Foundation. The apparent incompetence demonstrated in the Mayfield case is compounded by and act of apparent malice in the case of prosecution of the Holy Land Foundation, an Islamic charity that was charged with laundering US funds to terrorist organizations. The trial is currently under way in federal court in Dallas. Part of the evidence used by the DoJ in this case was a summary of a transcript of an FBI wiretapped phone conversation between leaders of the Holy Land Foundation. The summary transcript introduced at the trial contained numerous ethnic slurs directed against Jews and Christians that were attributed to the defendants in the phone conversation. The defense in the case petitioned the court for the verbatim transcript of the FBI recording. When the verbatim transcript was released it DID NOT CONTAIN THE OFFENSIVE MATERIAL. The apparent conclusion to be drawn from this is that the FBI and DOJ are willing and able to fabricate false information and offer it as evidence in federal court in order to obtain a conviction. What would prevent the FBI from doing the same thing to a JPL employee should they desire a conviction of an unpopular individual. The instance is so ludicrous as to sound entirely unbelievable. Therefore I have appended two stories from the LA Times that reported the matter Attachments E and F.
D3. The Wen Ho Lee case

Lastly, I note in addition, the case of the Los Alamos physicist Wen Ho Lee. In this case the FBI leaked falsified information to major, well respected, new organizations which suggested that Lee was an agent acting on behalf of the Peoples Republic of China. Lee was incarcerated for a lengthy period until his case began in federal court. The case unraveled due to the falsified FBI data and Lee was released. Ultimately, the President of the United States issued a public apology to Lee for the behavior of the FBI in this case.
The three case mentioned above are high profile examples that have inspired a general lack of confidence in the ability of the FBI to properly conduct its investigations of crimes. They point to a common pattern to zealously persecute a suspect and attempt to obtain a conviction. The may be successful in obtaining a conviction however, the suspect may not be guilty.

In conclusion, after having made inquiry to the NASA privacy officials I have received a reply that indicates that the fingerprinting policy associated with the re-badging of JPL employees could: 

1) Violate standards to protect us against pre-texting 

2) Violate the terms of FIPS 201 requiring that NASA appoint a privacy officer prior to the start of the fingerprinting policy mentioned in FIPS 201. 

3) Violate the terms of the Privacy Act of 1974 pertaining to interagency transfers of personal information. 

4) Create a circumstance wherein CALTECH knowingly places our personal information into the hands of an organization (the FBI) that has in one instance (Mayfield) demonstrated marginal competence in handling such information and in two others (Holy Land and Lee) engaged in a wholesale fabrication of evidence presented by the government in a criminal case involving national security.   

It is my desire to work with you in finding a way to stop this policy of fingerprinting and classification based on ethnicity of CALTECH employees who work at JPL. I note that within NASA the person who appears to be zealously pushing these fingerprinting requirements is the NASA deputy administrator, Shana Dale. Dale has no scientific or engineering background. She is an attorney who has held various staff positions in Washington over the years and moved into the Department of Homeland Security following its creation. From there, she went to NASA. We suggest that she might be responsive to a congressional request to suspend further implementation of this policy pending further review by you and other members of Congress.
Yours sincerely 

Robert M. Nelson 

Senior Research Scientist 

Jet Propulsion Laboratory

Attachment A. 

To: Division 32 colleagues 16 February 2006 

From: Robert M. Nelson, Senior Research Scientist 

Re: New and important information regarding fingerprinting 

Synopsis 
As part of the process for issuing new identification badges we have been told that fingerprinting is required. Colleagues who have questioned this have been told that they have no choice because it is the law. Colleagues inform me that JPL security officials, when asked what gives them the power to fingerprint, have cited a Presidential Directive (HSPD-12) and its enabling rules established by the Department of Commerce (FIPS 201). 
1. HSPD-12 is not a law. It has not been passed by Congress. 
2. The word ‘fingerprint’ does not appear in HSPD-12. 
3. FIPS 201 rules exceed the intended identification standard of (HSPD-12) and state that fingerprints will be compared against databases-presumably the FBI database, presumably as a dragnet for criminal wrongdoing. 
4.FIPS 201 rules require that NASA appoint a Senior Agency Official for Privacy to ensure that the privacy rights of employees are respected. Extensive searching finds that NASA has no such officer. 
5. Apparently, fingerprinting of JPL employees has commenced in the absence of the requirement stated in 4 above, raising a potential liability issue for JPL and the Institute. Those who have been fingerprinted in the absence of NASA having a Senior Agency Official for privacy, as required under FIPS 201, may be inclined to entertain legal options. 
6. The Federal Bureau of Investigation has been suggested as being the agency that maintains the fingerprint data base. This agency has less than adequate record in matters such as this, which includes technical malfunctions and violations of the civil liberties of innocent civilians. Following one recent instance of misidentification the FBI apologized and promised to undertake reviews and develop remedies. These reviews and remedies have not been done. 
7. The intent of HSPD-12 is to ensure the identity of federal employees. Ironically, in NASA’s most recent case of identity fraud (the George Deutsch case) fingerprinting would not have helped. The Deutsch fraud was detected by a simple resume verification check. Alternatives exist to better address the desires of HSPD-12 that are technically more reliable than fingerprinting, more appropriate to the special needs of NASA, and do not open the possibility of misuse at the hands of organizations of government such as the FBI who have a tarnished record of technical competence, a casual regard for civil liberties, and an apparent lack of interest in improvement. 
8. It has been reported that fingerprinting is NOT part of the re-badging process at other NASA facilities. This is now confirmed. It appears this is only happening at JPL. 
Introduction 
Over the last two weeks we have been made aware that the laboratory intends to fingerprint all CALTECH employees who access JPL as part of the distribution of NASA wide access badges. The stated rationale is national security. This concerns me greatly. 

As I stated in my question asked of Charles Elachi at his hands meeting on 7 Feb, the fingerprinting of JPL engineers and scientists will contribute about as much to the success of winning the war on terror as the internment of Japanese-Americans contributed to the winning of World War II. Policies like fingerprinting and internment are political palliatives designed to address irrational anger in our nation that arises as a consequence of reprehensible events. The proposed fingerprinting policy is intended to create the illusion that something is being done in the war on terror after four years of failure. The principal perpetrator of 9/11 remains alive. 

This having been said, all of us have a professional and personal responsibility to get ourselves and our colleagues past this juncture and not compromise the important work of the lab. Therefore, I herewith offer observations and proposals that may be of assistance in addressing this repugnant circumstance. While I think even these proposals are completely irrelevant to the war on terrorism, they satisfy the objectives of those in the President’s office and subordinates in the Department of Commerce who propose this specific fingerprinting requirement. I hope you will take this as a good faith effort to get us out of a very bad situation. 

I want to thank the many colleagues who have expressed their concerns to me, particularly those who asked questions of their own and informed me of the answers they received. These responses have been most helpful to the formulation of this document. 

Background 
When I first became aware of the proposed fingerprinting policy I had several questions. After a series of misdirected inquiries I was finally directed to JPL CFO Dale Johnson. My preliminary questions were, and still remain, “Is this legal” and “Under what Law.” Mr. Johnson deserves credit for appreciating my intent. I asked for a citation in law. He has made no reply as yet because I suspect he is aware that there is no law which authorizes fingerprinting of employees (Memo to Johnson was previously sent to Div32 list). 

Several colleagues similarly requested information on the fingerprinting policy, but did not ask for a citation of law. JPL security officials have referred them to executive orders from the President. While these executive orders have standing, they are not law, and certainly they do not override the Constitution. They have not been passed by Congress. In fact, such orders are often questioned, modified or overridden after issuance. This very week, Congress is involved in an intense debate over another executive order in the war on terror which authorizes the National Security Agency to eavesdrop on telephone conversations of American citizens without a court order (even in cases where existing law permits a warrant to be issued 72 hours after the start of the wiretapping). 

Current Level of Understanding 
In the matter of the proposed fingerprinting of JPL employees the executive order that has been cited for justification is Homeland Security Presidential Directive -12. This document can be found at http://www.whitehouse.gov/news/releases/2004/08/20040827-8.html. 

The stated intent of HWSD-12 is to establish a common identification standard for federal employees and contractors. The document tasks the Department of Commerce to develop common standards. There are several parts of HSPD-12 that are particularly germane to this communication: 

1) The NASA administrator may use the process of consultation with the Secretary of Commerce to update standards set by the Department of Commerce in order to address unique concerns with our agency. No act of congress is required nor does the executive office have to be involved. 

2) The word “fingerprinting” never appears in HSPD-12. 

Thus, a simple resolution of this issue may be had by a communication from the NASA Administrator to the Secretary of Commerce requesting modifications to the standards. Change does not require an act of Congress. 

The fingerprinting discussion is found in the Department of Commerce’s implementation document known as Federal Information Processing Standards Publication 201. FIPS 201 can be found at http://www.csrc.nist.gov/publications/fips/fips201/FIPS-201-022505.pdf. I note that FIPS 201 was finalized a year ago. It would have been helpful if JPL and other NASA employees were made aware of FIPS 201 prior to finalization, during the comment stage of production, rather than finding out a year after implementation. We might have been able to spare ourselves the current tension. 

The exact reference being quoted by JPL Security officials to colleagues who have made inquiries is found in FIPS 201 section 2.1. However, JPL security has not made employees aware of FIPS 201 section 2.4 entitled ‘PIV Privacy requirements” which makes a modicum of effort to protect personal privacy. FIPS 201 section 2.4 specifically states that each agency have a ‘senior agency official for privacy’ and defines responsibility and qualifications for such an officer. A simple Google search on the words, “ NASA senior agency official for privacy” finds no results. The only references to NASA personnel that appear in the Google search are dated earlier than the creation date of FIPS 201. IT APPEARS THAT JPL SECURITY HAS ALREADY STARTED FINGERPRINTING OF CALTECH EMPLOYEES PRIOR TO NASA FULLY IMPLEMENTING ALL OF THE REQUIREMENTS OF FIPS 201. Employees who are being re-badged and who have objected to the fingerprinting policy are being told they have no choice and are unaware of their rights under section 2.4 of FIPS 201. I also call to your attention that much of the other material to be developed under the privacy section of FIPS 201 (section 2.4) also appears not to be available. 

Concern about privacy, fingerprint information, and databases 
A. The Brandon Mayfield case 
The mention of fingerprinting in FIPS 201 states that the fingerprints will be “…checked against databases…”, but it does not specify which databases. Colleagues who have inquired of officials at JPL security have been told that the fingerprints will be sent to the FBI database. While the fingerprinting of citizens who are not accused, or even suspected, of a crime is repugnant, this repugnance is compounded by the dubious record of our FBI in handling fingerprint information in the war on terrorism. I particularly emphasize the most egregious violation of the civil liberties of Brandon Mayfield, an attorney in the state of Washington. This case originated shortly after the widely publicized Madrid train station bombing. Our FBI announced they had a positive fingerprint identification on Mayfield and arrested him as a person of interest in the case. It was the FBI’s claim, based on a photocopied and faxed thumbprint from the Spanish police, that they had positively identified the thumbprint of Mayfield on a handbag found 

in the Madrid train station which contained the explosives. Mayfield was held without bail for several weeks suffering public humiliation and ridicule. During the course of this episode the FBI announced that Mayfield was a convert to Islam and had represented members of the local Arab and Islamic community in immigration matters. Ultimately, the Spanish authorities arrested an Algerian national based on the same fingerprint information. The Spanish authorities informed the FBI that the FBI had arrested the wrong person. After further negotiation Mayfield was released and the FBI issued a statement of apology. This can be found at http://www.fbi.gov/pressrel/pressrel04/mayfield052404.htm. 

The FBI admitted error, apologized, and then stated that: 

1) The FBI's Latent Fingerprint Unit will be reviewing its current practices and will give consideration to adopting new guidelines for all examiners receiving latent print images when the original evidence is not included. 
2) The FBI also plans to ask an international panel of fingerprint experts to review our examination in this case. 
I have searched for the results of the review mentioned in 1 above and the report of the international panel of experts mentioned in 2 above. I have been unable to locate these and to the best of my knowledge these documents do not exist. There is no evidence that the FBI conducted the reviews it agreed to conduct. 

I suggest the behavior by the FBI would be comparable to NASA not appointing a board of inquiry after loss of a mission. It is an irresponsible management policy. 

The behavior of the FBI in this case raises additional questions. How can JPL trust that the fingerprints will be handled in a responsible fashion by the FBI, an agency that made egregious errors as the Mayfield case and then never implemented its own error analysis and remediation plan? Should a misidentification by the FBI occur in the case of a JPL employee who would bear responsibility, and assume liability, for the damage done? 

B. Fingerprinting as opposed to alternative methods of identification 
The stated purpose HSPD-12 is to ensure reliable identification of Federal employees and contractors and apply a common standard for identification. The Order asks for procedures to be established that ensure we are who we say we are. I note that fingerprinting would not have helped in the recently embarrassing resignation of George Deutsch from the public information office at NASA headquarters. Deutsch claimed he was a journalism graduate of Texas A&M. A simple resume check established that Deutsch was not who he claimed he was. Resume checking was a far more appropriate solution to the false identity issue in this recently celebrated NASA case. 

From a technical standpoint there are far more reliable and far less intrusive methods of identification than fingerprinting “…checked against databases…” as stated in FIPS 201. For example, a retinal scan (which is merely an enlargement of the back of the human eye and not much different than the photographs which we currently have on our identification badges) is far more reliable than a fingerprint. It also does not carry with it the possibility that irresponsible police work might link an innocent person to a 

crime. Thus, if identification is what is desired there are more reliable ways to do this than fingerprinting. 

It might be possible to pass between the horns of this apparent dilemma by enlisting alternatives such as resume checking and technical approaches such as retinal scans. This is in the spirit of what we at JPL do best. 

Re-Badging at other NASA facilities 
I have made inquiries of colleagues at other NASA facilities in connection with the re-badging effort. I have received no reports of fingerprinting being in the works there. A typical response came in an email I received yesterday from a prominent scientist whose name is well known to many in Division 32. This colleague has been employed for years at another NASA center. The colleague writes: 

“For the record, I appeared yesterday at our Security Office to get a new and updated NASA badge. It contains a computer chip related to building entry etc. I provided only my Social Security number and my old badge--no fingerprints, just a new photo. We have heard nothing here about fingerprinting.” 
This is particularly important because Charles Elachi said at his all hands meeting on Monday that he was told that this fingerprinting policy was NASA wide. He said that if he found out that it was not then he would push back. I think this illustrates the serious nature of this problem. Someone mis-informed our own Lab Director. I have informed Charles Elachi of this and the colleague in question permitted me to identify him to Elachi (who he knows very well). 

This having been documented, I still do not think fingerprinting of employees is proper even if it is happening at all NASA centers. 

A personal comment 
Lastly, I close on a personal note. If I thought that giving my fingerprints had a snowball’s chance in hell of catching Osama Bin Laden I would offer them up in a heartbeat! 

This issue is about control by humiliation not about terrorism. I encourage all to engage in a constructive dialogue with management to put an end to this tomfoolery. 

Best wishes 

Bob Nelson 

Robert M. Nelson 

Senior Research Scientist 

Jet Propulsion Laboratory, CALTECH 

Attachment B Homeland Security Presidential Directive 12 

	Homeland Security Presidential Directive/Hspd-12 
Subject: Policy for a Common Identification Standard for Federal Employees and Contractors 

(1) Wide variations in the quality and security of forms of identification used to gain access to secure Federal and other facilities where there is potential for terrorist attacks need to be eliminated. Therefore, it is the policy of the United States to enhance security, increase Government efficiency, reduce identity fraud, and protect personal privacy by establishing a mandatory, Government-wide standard for secure and reliable forms of identification issued by the Federal Government to its employees and contractors (including contractor employees). 

(2) To implement the policy set forth in paragraph (1), the Secretary of Commerce shall promulgate in accordance with applicable law a Federal standard for secure and reliable forms of identification (the "Standard") not later than 6 months after the date of this directive in consultation with the Secretary of State, the Secretary of Defense, the Attorney General, the Secretary of Homeland Security, the Director of the Office of Management and Budget (OMB), and the Director of the Office of Science and Technology Policy. The Secretary of Commerce shall periodically review the Standard and update the Standard as appropriate in consultation with the affected agencies. 

(3) "Secure and reliable forms of identification" for purposes of this directive means identification that (a) is issued based on sound criteria for verifying an individual employee's identity; (b) is strongly resistant to identity fraud, tampering, counterfeiting, and terrorist exploitation; (c) can be rapidly authenticated electronically; and (d) is issued only by providers whose reliability has been established by an official accreditation process. The Standard will include graduated criteria, from least secure to most secure, to ensure flexibility in selecting the appropriate level of security for each application. The Standard shall not apply to identification associated with national security systems as defined by 44 U.S.C. 3542(b)(2). 

(4) Not later than 4 months following promulgation of the Standard, the heads of executive departments and agencies shall have a program in place to ensure that identification issued by their departments and agencies to Federal employees and contractors meets the Standard. As promptly as possible, but in no case later than 8 months after the date of promulgation of the Standard, the heads of executive departments and agencies shall, to the maximum extent practicable, require the use of identification by Federal employees and contractors that meets the Standard in gaining physical access to Federally controlled facilities and logical access to Federally controlled information systems. Departments and agencies shall implement this directive in a manner consistent with ongoing Government-wide activities, policies and guidance issued by OMB, which shall ensure compliance. 

(5) Not later than 6 months following promulgation of the Standard, the heads of executive departments 


	and agencies shall identify to the Assistant to the President for Homeland Security and the Director of OMB those Federally controlled facilities, Federally controlled information systems, and other Federal applications that are important for security and for which use of the Standard in circumstances not covered by this directive should be considered. Not later than 7 months following the promulgation of the Standard, the Assistant to the President for Homeland Security and the Director of OMB shall make recommendations to the President concerning possible use of the Standard for such additional Federal applications. 

(6) This directive shall be implemented in a manner consistent with the Constitution and applicable laws, including the Privacy Act (5 U.S.C. 552a) and other statutes protecting the rights of Americans. 

(7) Nothing in this directive alters, or impedes the ability to carry out, the authorities of the Federal departments and agencies to perform their responsibilities under law and consistent with applicable legal authorities and presidential guidance. This directive is intended only to improve the internal management of the executive branch of the Federal Government, and it is not intended to, and does not, create any right or benefit enforceable at law or in equity by any party against the United States, its departments, agencies, entities, officers, employees or agents, or any other person. 

(8) The Assistant to the President for Homeland Security shall report to me not later than 7 months after the promulgation of the Standard on progress made to implement this directive, and shall thereafter report to me on such progress or any recommended changes from time to time as appropriate. 

GEORGE W. BUSH 

# # # 


Attachment C. Nelson communication to Randy Aden and NASA response 

Dear Mr. Aden: I had some concerns regarding the privacy rights and the civil liberties of myself and my colleagues in connection with the NASA program of issuing new identification badges to all NASA personnel. I have been told that all those who receive these new identification credentials must be fingerprinted. I, just like those who wrote our constitution, have strong concerns about government intrusions into the private lives of law abiding citizens. This prompts me to ask, "What is the basis in law of the fingerprinting requirement?" 

NASA Headquarters Response: 

Executive Order 10450 requires National Agency Checks with Written Inquiries (NACI) for all Federal employees. Recognizing that a large portion of the Federal workforce consists of contract employees – like JPL – in his capacity as the Chief Executive Officer for the United States Government, President George W. Bush signed Homeland Security Presidential Directive 12 (HSPD-12) which extends this requirement to employees of contractors working on Federal contracts. Further, through the implementing document FIPS-201, all individuals accessing Federal facilities or Federal Information Technology resources (save public facing web sites) are required to undergo the NACI background investigation (at a minimum). Part of the NACI investigation is the collection of fingerprints which must be submitted to the Federal Bureau of Investigation (FBI) for inclusion in the FBI fingerprint database. Unlike an individual’s appearance and name, biometrics such as fingerprints cannot easily be altered. One of the purposes the FBI fingerprint database serves is to insure agreement between the information provided on the paperwork portion of the NACI and the fingerprints submitted. The legal basis for the collection of fingerprints in association with the NACI can be found on the privacy notice provided on SF-85P and SF-86. Specifically, the U.S. government is authorized to collect this information under Executive orders 10450, 10865, 12333, and 12356; section 3301 and 9101 of title 5, U.S. Code; sections 2165 and 2201 of title 42, U.S. Code; section 781 to 887 of title 50, U.S. Code; parts 5, 732 and 736 of title 5, Code of Federal Regulations; and Homeland Security Presidential Directive 12 (HSPD-12), Policy for a Common Identification Standard for Federal Employees and Contractors, August 27, 2004. 

Further, the U.S. Government is authorized to obtain this information under Executive Order 10577, sections 3301 and 3302 of title 5, U.S. Code; and parts 5, 731 and 736 of Title 5, Code of Federal Regulations. Your Social Security number is needed to keep records accurate, because other people may have the same name and birth date. Executive Order 9397 also directs Federal agencies to use this number to help identify individuals in agency records. 42 U.S.C. 14616 sets the minimum requirements for fingerprinting for non-criminal reasons. The FBI fingerprint identification system is established, maintained and used under authority granted by 28 U.S.C. 534, 15 U.S.C. 78q. 7 U.S.C. 12a, and 42 U.S.C. 14616. The authority is also codified in 28 CFR 0.85 (b) and (j). 

Providing this information to the government is voluntary; however, it may affect NASA’s decision to grant access to NASA facilities or Information Technology resources. 

Thank you for entertaining inquiries such as this. 

Attachment D’ Presidential Excutive Order 10450 of 1953 

[Executive Orders] 
SECURITY REQUIREMENTS FOR GOVERNMENT EMPLOYEES 
EO 10450 
EO 10450, Apr. 27, 1953, 18 F.R. 2489, as amended by 

Ex. Ord. No. 10491, Oct. 15, 1953, 18 F.R. 6583; Ex. Ord. No. 

10531, May 27, 1954, 19 F.R. 3069; Ex. Ord. No. 10548, Aug. 3, 

1954, 19 F.R. 4871; Ex. Ord. No. 10550, Aug. 6, 1954, 19 F.R. 4981; 

Ex. Ord. No. 11605, July 2, 1971, 36 F.R. 12831; Ex. Ord. No. 

11785, June 4, 1974, 39 F.R. 20053; Ex. Ord. No. 12107, Dec. 28, 

1978, 44 F.R. 1055, provided: 

WHEREAS the interests of the national security require that all 

persons privileged to be employed in the departments and agencies 

of the Government shall be reliable, trustworthy, of good conduct 

and character, and of complete and unswerving loyalty to the United 

States; and 

WHEREAS the American tradition that all persons should receive 

fair, impartial, and equitable treatment at the hands of the 

Government requires that all persons seeking the privilege of 

employment or privileged to be employed in the departments and 

agencies of the Government be adjudged by mutually consistent and 

no less than minimum standards and procedures among the departments 

and agencies governing the employment and retention in employment 

of persons in the Federal service: 

NOW, THEREFORE, by virtue of the authority vested in me by the 

Constitution and statutes of the United States, including section 

1753 of the Revised Statutes of the United States (5 U.S.C. 631) 

(sections 3301 and 7301 of this title); the Civil Service Act of 

1883 (22 Stat. 403; 5 U.S.C. 632, et seq.) (section 1101 et seq. of 

this title); section 9A of the act of August 2, 1939, 53 Stat. 1148 

(5 U.S.C. 118j) (sections 3333 and 7311 of this title); and the act 

of August 26, 1950, 64 Stat. 476 (5 U.S.C. 22-1, et seq.) (section 

7501 et seq. of this title), and as President of the United States, 

and deeming such action necessary in the best interests of the 

national security it is hereby ordered as follows: 

Section 1. In addition to the departments and agencies specified 

in the said act of August 26, 1950, and Executive Order No. 10237 

of April 26, 1951 the provisions of that act shall apply to all 

other departments and agencies of the Government. 

Sec. 2. The head of each department and agency of the Government 

shall be responsible for establishing and maintaining within his 

department or agency an effective program to insure that the 

employment and retention in employment of any civilian officer or 

employee within the department or agency is clearly consistent with 

the interests of the national security. 

Sec. 3. (a) The appointment of each civilian officer or employee 

in any department or agency of the Government shall be made subject 

to investigation. The scope of the investigation shall be 

determined in the first instance according to the degree of adverse 

effect the occupant of the position sought to be filled could bring 

about, by virtue of the nature of the position, on the national 

security, but in no event shall the investigation include less than 

a national agency check (including a check of the fingerprint files 

of the Federal Bureau of Investigation), and written inquiries to 

appropriate local law enforcement agencies, former employers and 

supervisors, references, and schools attended by the person under 

investigation: Provided, that upon request of the head of the 

department or agency concerned, the Office of Personnel Management 

may, in its discretion, authorize such less investigation as may 

meet the requirements of the national security with respect to 

per-diem, intermittent, temporary, or seasonal employees, or aliens 

employed outside the United States. Should there develop at any 

stage of investigation information indicating that the employment 

of any such person may not be clearly consistent with the interests 

of the national security, there shall be conducted with respect to 

such person a full field investigation, or such less investigation 

as shall be sufficient to enable the head of the department or 

agency concerned to determine whether retention of such person is 

clearly consistent with the interests of the national security. 

(b) The head of any department or agency shall designate, or 

cause to be designated, any position within his department or 

agency the occupant of which could bring about, by virtue of the 

nature of the position, a material adverse effect on the national 

security as a sensitive position. Any position so designated shall 

be filled or occupied only by a person with respect to whom a full 

field investigation has been conducted: Provided, that a person 

occupying a sensitive position at the time it is designated as such 

may continue to occupy such position pending the completion of a 

full field investigation, subject to the other provisions of this 

order: And provided further, that in case of emergency a sensitive 

position may be filled for a limited period by a person with 

respect to whom a full field pre-appointment investigation has not 

been completed if the head of the department or agency concerned 

finds that such action is necessary in the national interest, which 

finding shall be made a part of the records of such department or 

agency. 

Sec. 4. The head of each department and agency shall review, or 

cause to be reviewed, the cases of all civilian officers and 

employees with respect to whom there has been conducted a full 

field investigation under Executive Order No. 9835 of March 21, 

1947, and, after such further investigation as may be appropriate, 

shall re-adjudicate, or cause to be re-adjudicated, in accordance 

with the said act of August 26, 1950, such of those cases as have 

not been adjudicated under a security standard commensurate with 

that established under this order. 

Sec. 5. Whenever there is developed or received by any department 

or agency information indicating that the retention in employment 

of any officer or employee of the Government may not be clearly 

consistent with the interests of the national security, such 

information shall be forwarded to the head of the employing 

department or agency or his representative, who, after such 

investigation as may be appropriate, shall review, or cause to be 

reviewed, and, where necessary, re-adjudicate, or cause to be 

re-adjudicated, in accordance with the said act of August 26, 1950, 

the case of such officer or employee. 

Sec. 6. Should there develop at any stage of investigation 

information indicating that the employment of any officer or 

employees of the Government may not be clearly consistent with the 

interests of the national security, the head of the department or 

agency concerned or his representative shall immediately suspend 

the employment of the person involved if he deems such suspension 

necessary in the interests of the national security and, following 

such investigation and review as he deems necessary the head of the 

department or agency concerned shall terminate the employment of 

such suspended officer in the interests of the national security, 

or employee whenever he shall determine such termination necessary 

or advisable in accordance with the said act of August 26, 1950. 

Sec. 7. Any person whose employment is suspended or terminated 

under the authority granted to heads of departments and agencies by 

or in accordance with the said act of August 26, 1950, or pursuant 

to the said Executive Order No. 9835 or any other security or 

loyalty program relating to officers or employees of the 

Government, shall not be reinstated or restored to duty or 

reemployed in the same department or agency and shall not be 

reemployed in any other department or agency, unless the head of 

the department or agency concerned finds that such reinstatement, 

restoration, or reemployment is clearly consistent with the 

interests of the national security, which finding shall be made a 

part of the records of such department or agency: Provided, that no 

person whose employment has been terminated under such authority 

thereafter may be employed by any other department or agency except 

after a determination by the Office of Personnel Management that 

such person is eligible for such employment. 

Sec. 8. (a) The investigations conducted pursuant to this order 

shall be designed to develop information as to whether the 

employment or retention in employment in the Federal service of the 

person being investigated is clearly consistent with the interests 

of the national security. Such information shall relate, but shall 

not be limited, to the following: 

(1) Depending on the relation of the Government employment to the 

national security: 

(i) Any behavior, activities, or associations which tend to show 

that the individual is not reliable or trustworthy. 

(ii) Any deliberate misrepresentations, falsifications or 

omissions of material facts. 

(iii) Any criminal, infamous, dishonest, immoral, or notoriously 

disgraceful conduct, habitual use of intoxicants to excess, drug 

addiction or sexual perversion. 

(iv) Any illness, including any mental condition, of a nature 

which in the opinion of competent medical authority may cause 

significant defect in the judgment or reliability of the employee, 

with due regard to the transient or continuing effect of the 

illness and the medical findings in such case. 

(v) Any facts which furnish reason to believe that the individual 

may be subjected to coercion, influence, or pressure which may 

cause him to act contrary to the best interests of the national 

security. 

(2) Commission of any act of sabotage, espionage, treason, or 

sedition, or attempts thereat or preparation therefor, or 

conspiring with, or aiding or abetting another to commit or attempt 

to commit any act of sabotage, espionage, treason, or sedition. 

(3) Establishing or continuing a sympathetic association with a 

saboteur, spy, traitor, seditionist, anarchist, or revolutionist, 

or with any espionage or other secret agent or representative of a 

foreign nation, or any representative of a foreign nation whose 

interests may be inimical to the interests of the United States, or 

with any person who advocates the use of force or violence to 

overthrow the government of the United States or the alteration of 

the form of government of the United States by unconstitutional 

means. 

(4) Advocacy of use of force or violence to overthrow the 

government of the United States, or of the alteration of the form 

of government of the United States by unconstitutional means. 

(5) Knowing membership with the specific intent of furthering the 

aims of, or adherence to and active participation in, any foreign 

or domestic organization, association, movement, group, or 

combination of persons (hereinafter referred to as organizations) 

which unlawfully advocates or practices the commission of acts of 

force or violence to prevent others from exercising their rights 

under the Constitution or laws of the United States or of any 

State, or which seeks to overthrow the Government of the United 

States or any State or subdivision thereof by unlawful means. 

(6) Intentional unauthorized disclosure to any person of security 

information, or of other information disclosure of which is 

prohibited by law, or willful violation or disregard of security 

regulations. 

(7) Performing or attempting to perform his duties, or otherwise 

acting, so as to serve the interests of another government in 

preference to the interests of the United States. 

(8) Refusal by the individual, upon the ground of constitutional 

privilege against self-incrimination, to testify before a 

congressional committee regarding charges of his alleged disloyalty 

or other misconduct. 

(b) The investigation of persons entering or employed in the 

competitive service shall primarily be the responsibility of the 

Office of Personnel Management, except in cases in which the head 

of a department or agency assumes that responsibility pursuant to 

law or by agreement with the Office. The Office shall furnish a 

full investigative report to the department or agency concerned. 

(c) The investigation of persons (including consultants, however 

employed), entering employment of, or employed by, the Government 

other than in the competitive service shall primarily be the 

responsibility of the employing department or agency. Departments 

and agencies without investigative facilities may use the 

investigative facilities of the Office of Personnel Management, and 

other departments and agencies may use such facilities under 

agreement with the Office. 

(d) There shall be referred promptly to the Federal Bureau of 

Investigation all investigations being conducted by any other 

agencies which develop information indicating that an individual 

may have been subjected to coercion, influence, or pressure to act 

contrary to the interests of the national security, or information 

relating to any of the matters described in subdivisions (2) 

through (8) of subsection (a) of this section. In cases so 

referred to it, the Federal Bureau of Investigation shall make a 

full field investigation. 

Sec. 9. (a) There shall be established and maintained in the 

Office of Personnel Management a security-investigations index 

covering all persons as to whom security investigations have been 

conducted by any department or agency of the Government under this 

order. The central index established and maintained by the Office 

under Executive Order No. 9835 of March 21, 1947, shall be made a 

part of the security-investigations index. The 

security-investigations index shall contain the name of each person 

investigated, adequate identifying information concerning each such 

person, and a reference to each department and agency which has 

conducted an investigation concerning the person involved or has 

suspended or terminated the employment of such person under the 

authority granted to heads of departments and agencies by or in 

accordance with the said act of August 26, 1950. 

(b) The heads of all departments and agencies shall furnish 

promptly to the Office of Personnel Management information 

appropriate for the establishment and maintenance of the 

security-investigations index. 

(c) The reports and other investigative material and information 

developed by investigations conducted pursuant to any statute, 

order, or program described in section 7 of this order shall remain 

the property of the investigative agencies conducting the 

investigations, but may, subject to considerations of the national 

security, be retained by the department or agency concerned. Such 

reports and other investigative material and information shall be 

maintained in confidence, and no access shall be given thereto 

except with the consent of the investigative agency concerned, to 

other departments and agencies conducting security programs under 

the authority granted by or in accordance with the said act of 

August 26, 1950, as may be required for the efficient conduct of 

Government business. 

Sec. 10. Nothing in this order shall be construed as eliminating 

or modifying in any way the requirement for any investigation or 

any determination as to security which may be required by law. 

Sec. 11. On and after the effective date of this order the 

Loyalty Review Board established by Executive Order No. 9835 of 

March 21, 1947, shall not accept agency findings for review, upon 

appeal or otherwise. Appeals pending before the Loyalty Review 

Board on such date shall be heard to final determination in 

accordance with the provisions of the said Executive Order No. 

9835, as amended. Agency determinations favorable to the officer 

or employee concerned pending before the Loyalty Review Board on 

such date shall be acted upon by such Board, and whenever the Board 

is not in agreement with such favorable determination the case 

shall be remanded to the department or agency concerned for 

determination in accordance with the standards and procedures 

established pursuant to this order. Cases pending before the 

regional loyalty boards of the Office of Personnel Management on 

which hearings have not been initiated on such date shall be 

referred to the department or agency concerned. Cases being heard 

by regional loyalty boards on such date shall be heard to 

conclusion, and the determination of the board shall be forwarded 

to the head of the department or agency concerned: Provided, that 

if no specific department or agency is involved, the case shall be 

dismissed without prejudice to the applicant. Investigations 

pending in the Federal Bureau of Investigation or the Office of 

Personnel Management on such date shall be completed, and the 

reports thereon shall be made to the appropriate department or 

agency. 

Sec. 12. Executive Order No. 9835 of March 21, 1947, as amended, 

is hereby revoked. 

Sec. 13. The Attorney General is requested to render to the heads 

of departments and agencies such advice as may be requisite to 

enable them to establish and maintain an appropriate 

employee-security program. 

Sec. 14. (a) The Office of Personnel Management, with the 

continuing advice and collaboration of representatives of such 

departments and agencies as the National Security Council may 

designate, shall make a continuing study of the manner in which 

this order is being implemented by the departments and agencies of 

the Government for the purpose of determining: 

(1) Deficiencies in the department and agency security programs 

established under this order which are inconsistent with the 

interests of or directly or indirectly weaken, the national 

security. 

(2) Tendencies in such programs to deny to individual employees 

fair, impartial and equitable treatment at the hands of the 

Government, or rights under the Constitution and laws of the United 

States or this order. 

Information affecting any department or agency developed or 

received during the course of such continuing study shall be 

furnished immediately to the head of the department or agency 

concerned. The Office of Personnel Management shall report to the 

National Security Council, at least semiannually, on the results of 

such study, shall recommend means to correct any such deficiencies 

or tendencies, and shall inform the National Security Council 

immediately of any deficiency which is deemed to be of major 

importance. 

(b) All departments and agencies of the Government are directed 

to cooperate with the Office of Personnel Management to facilitate 

the accomplishment of the responsibilities assigned to it by 

subsection (a) of this section. 

(c) To assist the Office of Personnel Management in discharging 

its responsibilities under this order, the head of each department 

and agency shall, as soon as possible and in no event later than 

ninety days after receipt of the final investigative report on a 

civilian officer or employee subject to a full field investigation 

under the provisions of this order, advise the Office as to the 

action taken with respect to such officer or employee. The 

information furnished by the heads of departments and agencies 

pursuant to this section shall be included in the reports which the 

Office of Personnel Management is required to submit to the 

National Security Council in accordance with subsection (a) of this 

section. Such reports shall set forth any deficiencies on the part 

of the heads of departments and agencies in taking timely action 

under this order, and shall mention specifically any instances of 

noncompliance with this subsection. 

Sec. 15. This order shall become effective thirty days after the 

date hereof. 

